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KU Leuven as part of Una Europa
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Una Europa is an alliance of nine European universities.

https://www.una-europa.eu/about


Una Europa Blockchain Working Group

Driver

Deliver research results, including proof of concepts, on 

what possibilities blockchain offers as a technology to 

exchange diplomas and credits between the institutions 

of the consortium and beyond in a secure and fraud-

proof manner.



Timeline – preliminary study
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High level requirements

• We want to issue digital credentials

• The digital credentials need to be verifiable meaning: 

• Authenticity of the issuer (who)

• Authenticity of the owner / student (to whom)

• Immutability of the content (not tampered)

• In a cross border setting (eIDAS compliant)

• We should be able to revoke a digital credential

• No interaction needed between issuer and verifier

• No manual verification needed by verifier

• GDPR compliant

• In a sustainable way (no big ecological footprint)

Workshop 2: Impact mapping
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Workshop 3: Results preliminary study

• European initiatives
▪ Emrex

▪ Europass Digital Credential Infrastructure

▪ EBSI

• Commercial products
▪ Credly

▪ Accredible

▪ Badgr

▪ Sertifier

▪ NetCredential

▪ Diplo-me

▪ Digitalme

▪ Openbadges.me

▪ Smart Certificate

▪ SimpleCert

▪ Diplomasafe

▪ …
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Result preliminary study = EBSI

• We want to issue digital credentials

• The digital credentials need to be verifiable meaning: 

• Authenticity of the issuer (who)

• Authenticity of the owner / student (to whom)

• Immutability of the content (not tampered)

• In a cross border setting (eIDAS compliant)

• We should be able to revoke a digital credential

• No interaction needed between issuer and verifier

• No manual verification needed by verifier

• GDPR compliant

• In a sustainable way (no big ecological footprint)

Impact map EBSI usecase

On June 30, 2021, Una Europa (Unibo and KU Leuven) submits a request to participate in the EBSI Early adopter program



EBSI early adopter program
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The EBSI multi university pilot

10

18 universities from 15 countries

2 European universities alliances



Timeline – EBSI Early adopter program

Q2 2021 EBSI early
adopter program explore
phase

• Application

• Introduction to EBSI

• EBSI diploma use case

• EBSI Una europa use
case

Q2/3 – 2021 EBSI early
adopter design phase

• Defining the Una
Europa scenario with
actors and roles

• High level project plan

Q4 2021 – EBSI early
adopter build phase

• Split up the use cases 
in smaller (technical) 
POC’s

• Implement POC 1 with
GATACA

Future

• Prepare next POC’s
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• We want to issue digital credentials

• The digital credentials need to be verifiable meaning: 

• Authenticity of the issuer (who)

• Authenticity of the owner / student (to whom)

• Immutability of the content (not tampered)

• In a cross border setting (eIDAS compliant)

• We should be able to revoke a digital credential

• No interaction needed between issuer and verifier

• No manual verification needed by verifier

• GDPR compliant

• In a sustainable way (no big ecological footprint)

Exploration phase - Objectives of pilot
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Digital transformation within universities providing trust and privacy
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A blockchain is a 'distributed ledger / database'.

The data in this database is not stored on one, 
but on every node (at different locations) of the 
network.

This benefits security and user-friendliness.

1 Decentralized / Distributed

Digital credentials must be tamper proof / trustworthy 

Trust in the data? Blockchain 



Trust in the data? - Blockchain
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Blockchain is a database formed by blocks of transactions.

Each block contains the hash of the previous block in the chain. This 

cryptography, together with the decentralized nature of a blockchain, 

ensures the integrity of the data

2 Cryptographic chain of blocks

Digital credentials must be tamper proof / trustworthy 



Sustainability? – Permissioned blockchain
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▪ Not everyone can just become a node of the network 

▪ Nodes of European commission

▪ Nodes per EU member state (national)

▪ Nodes in non-EU countries of EBP (European Blockchain Partnership) –

Norway and Liechtenstein 

▪ Two Belgian nodes: Smalls and Belnet

▪ Some data is publicly accessible, other data is reserved for 

public authorities to support a cross-border service
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A new block is added to the blockchain based on a consensus mechanism

Open network – no access rights – anyone can write 
on the blockchain. Consensus is obtained through a 
mining process

Permissioned network – Transactions and blocks are 
validated by approved accounts. Every EU Member 
State has a representative who carries out the 
validations.

Sustainability? – Permissioned blockchain



17Digital credentials must provide thrust in a sustainable way

Sustainability? – Permissioned blockchain
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Digital credentials must comply with European regulations

European regulations? – European blockchain



Privacy? Verifiable credentials in user wallet
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User-centric

No personal data put on the blockchain (only in user wallet)

User in control of own data



Trusted registries on the blockchain
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the "<actor>" proves control over relevant DID(s) (if not yet happened)
And the signature of the "<actor>" is valid (requires DID resolution)
And the signature of the "<issuer>" is/are valid (requires DID resolution)
And the "<verifiable-presentation>" is compliant with "<data-schema>"from a "<schema-registry>"
And the "<verifiable-credentials>" have not invalidated (requires verification of expiration dates; look up of revocation lists)
And the "<issuer>" was accredited to issue the respective "<verifiable-credentials>" at the time of issuance (requires "<issuer-registry>" look up
And of the "<accreditation-organization>" was authorized to accredit the "<issuer>" (requires "<accreditation-registry>"look up
Then the "<verifiable-presentation>" is verified.

Verifier

Verification of credentials based on trusted registries



Una Europa cross-border scenario

Issuer

Verifiable student ID

did:ebsi

Verifiable Transcript of Records

Holder

Issuer

Verifier

Scenario 1: Going on exchange Scenario 2: Going back home

Verifier



Scenario 1: Before exchange
Apply for exchange at KU Leuven based on UNIBO Verifiable Student ID

Issuer Verifier

KU 
Leuven

TBD UNIBO

D

EBSI

F
E

B

G
D Request educational credential

E Issue educational credential

B Registration in Trusted Registries

F Present educational credential

G Check attributes of educational credential

A Onboard on EBSI = DID + Keys

TAO Holder

EBSI 
Services

Exchange student

EBSI Trusted 
Registries

C

Digital 
wallet

Italy Belgium

C Configure Wallet= DID + Keys

A Gataca 
wallet

V-Student ID (SSI)Presentation



Scenario 2: After exchange
Bring back home obtained KU Leuven credits based on a Verifiable Transcript of Records

Issuer Verifier

UNIBO
AHOVOKS KU Leuven

D

EBSI

F
E

B

G

TAO Holder

EBSI 
Services

Student

EBSI Trusted 
Registries

C

Digital 
wallet

Belgium Italy

A Gataca 
wallet

V-Student ID (SSI )Presentation V-Transcript of Records

D Request educational credential

E Issue educational credential

B Registration in Trusted Registries

F Present educational credential

G Check attributes of educational credential

A Onboard on EBSI = DID + Keys

C Configure Wallet= DID + Keys



The Verifiable Credentials Lifecycle
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One common Verifiable Credentials Lifecycle based on W3C specifications



Wallets – Service provider
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Wallets – Service provider
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We use Gataca as a service provider for both

➢ Enterprise wallets

➢ user / Student wallet



EBSI onboarding – Trusted registries
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EBSI root

Ministry of 

Education (Italy)

EQAR / NVAO 

(Belgium)

Unibo (Italy) KU Leuven 

(Belgium)

Accreditation to issue verifiable IDs (for universities)

Accreditation to accredit entities to issue verifiable Transcript of Records

Unibo verifiable ID KU Leuven verifiable ID

Accreditation to issue verifiable Student IDs Accreditation to issue verifiable Transcript of Records

NVAO verifiable IDMinistry of Education verifiable ID

Accreditation to issue verifiable IDs (for universities)

Accreditation to accredit entities to issue verifiable Student IDs

DIDR + TAOR + TIR * DIDR + TAOR + TIR *

DIDR + TIR *
DIDR + TIR *

* DIDR = DID Registry

TAOR = Trusted Accreditation Organization Registry

TIR = Trusted Issuer Registry



EBSI onboarding – data schemas in TSR
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Transcript of records

Student identity

TSR

Trusted schema registry



The Verifiable Credentials Lifecycle
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One common Verifiable Credentials Lifecycle based on W3C specifications



Software architecture - issuance
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Software architecture - verification
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Full demo given @ quarterly EBP meeting



Ultimate goal – Entire cross border ecosystem



Next – EBSI demo days in May



Next – scenario
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Interoperability
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Let’s build a digital Europe 
together!


